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MACHINE LEARNING-BASED DETECTION OF COVERT ADVANCED
PERSISTENT THREATS IN ENTERPRISE SYSTEMS

Abstract: The human factor frequently serves as the primary vector for the
propagation of cyber threats within enterprise environments. While technical
infrastructure typically operates as a cohesive, deterministic mechanism where
anomalies can be isolated and mitigated using diagnostic tools, investigating covert
(stealth) attacks necessitates a fundamentally novel system component. Modern
enterprises and the industrial sector critically require intelligent defense and
detection systems for covert threats, predicated on machine learning algorithms.
The detection of such stealthy incursions demands a comprehensive approach
encompassing feature extraction, holistic component analysis, high-precision
predictive modeling, and the generation of actionable recommendations. This paper
addresses the challenges associated with constructing knowledge bases from
historical vulnerability data in corporate settings. We formalize the phenomenon of
diagnostic information feature saturation and highlight the inherent risks of neural
network overfitting. Furthermore, robust data processing methodologies and their
algorithmic implementations are evaluated. Analyzing the statistical distribution of
enterprise attack detection and contextualizing the human factor from a historical
perspective are integral to modeling the manifestation of covert threats, serving as
a primary criterion for vulnerability identification. The methodologies and findings
presented herein establish a robust mathematical and empirical framework for
transforming raw telemetry into structured knowledge. By systematically analyzing

an enterprise's historical data across specific criteria and applying data mining to
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diagnostic information, critical constituent values are isolated. Ultimately, this
research addresses applied problems necessitating the enhancement of internal and
external parameter analysis to systematically uncover and mitigate covert Advanced
Persistent Threats (APTS).

Keywords: Data Processing, Information Security, Big Data, Data Mining,

Machine Learning, System Analysis, Covert Cyber Attacks, Anomaly Detection.
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Poccuiickuii 3konomuueckuii ynugepcumem umenu I.B. Ilnexanosa

Poccusa, 2. Mockea

OBHAPY’KEHHUE CKPBITBIX ITPOABUHYTHIX IOCTOAHHBIX
YI'PO3 B KOPIIOPATUBHBIX CUCTEMAX HA OCHOBE
MAHIMHHOI'O OBYYEHUA

Aunomauusn: Yenoseueckuil Gaxkmop uacmo  A6AA€MCs  OCHOBHBIM
Gaxmopom pacnpocmparnenusi Kubepyepos 8 Kopnopamuehoi cpede. B mo epems
KaK — mexHuueckas uH@pacmpykmypa o00biuHO —pabomaem  KAK — eOUuHbli
0eMePMUHUPOBAHHBIL  MEXAHUZM, 20€ AHOMAAUU MO2Yym OblMb 6bISAGIEHbl U
YCMPAHEHbL ¢ NOMOWbIO OUACHOCTUYECKUX UHCMPYMEHMO8, O/ PACCie008aHUs
CKpbIMbIX amak mpebyemcsi NPUHYURUATLHO HOGbIL CUCMEMHbIL KOMHOHEHM.
Coepemennvie npeonpusmusi U NPOMBIULICHHBIL CEKMOP OCMPO HYNCOAIOMCS 8
UHMELIEKMYANbHbIX  CUCTEMAX 3auumsl U  OOHAPYICEHUsL CKPLIMbIX Yepo3,
OCHOBAHHBIX HA AN2OPUMMAX MauluHHo2o obOyuenus. QOHapydceHue maxux
CKPBIMBIX — GMOPIICEHUL  mpedyem  KOMIJIEKCHO20 No0Xo0d,  BKI0YAIOWe20
U36lieHeHue NPUHAKOS, YEIOCMHBII AHAIU3 KOMNOHEHMOS8, 6blCOKOMOYHOE
nPocHO3UpYIoUee MOOEIUPOsanue u papabomKy RpaKmudecKux pekomenoayutl. B
MO CIMAMbe PAcCMaAmMpusaomcst npod.IeMvl, Cs3aHHble C CO30aHUuUeM 0a3 3HAHULL

HA OCHoee ucmopuvdeckKkux OanHbIX 00 VAZBUMOCMAX 6 KOPpNOpamuBHsvlX Y CHO6UAX.
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Mvr  gopmanuzyem ¢henomen Hacvlwenus oOuacHOCmMuyeckolu uHpopmayuel u
noouepKusaem PUCKU, CEA3aHHble C nepeoOyuenuem HelpoHHblx cemeu. Kpome
mo2o, NPoBOOUMCS. OYEHKA HAOEHCHbIX Memo0oa02uti 00pabomku OAHHLIX U UX
aneopummu4ecKkol peanuzayuu. Ananuz cmamucmuyecko2o pacnpeoeneHus
cyyaes 0OHApyHCeHUs: amaxk Ha npeonpusmuy U yiem yenogeuecko2o axmopa c
UCTMOPUYECKOU MOYKU 3PEeHUs. AGTAIOMCA HEOMbEMIEMOU YACMbIO MOOETUPOBAHUSL
NPOSABNEHUSL CKPbIMBIX Y2pO3 U CIYAHCAM OCHOBHbIM KpUumepuem 6blsAGIeHUs
vazeumocmet.  Ilpeocmaenennvie  30ecb — Memooonro2uu U - pe3yabmamol
UCCNIe008aHULL 00eCneyU8ardm HAOEHCHYIO MAMEMAMUYECKVIO U IMAUPULECKYVIO
OCHOBY ol npeoobpazosamus HeobpabomauHou menemempuu 8
cmpykmypupogantvle 3Hanusn. Cucmemamuyeckull anaius UCMopuieckux OAHHbIX
KOMNAHUU 6 COOMBEMCMEUU C ONPeOesieHHbIMU KPUMeEPUAMU U NpUMeHeHUue
UHMENNeKMYanbHo20  AHAAU3A  OAHHLIX Ol NOAVYEeHUsl  OUACHOCMUYECKOuU
uHgopmayuu no36onsaom UOeHMUPUYUPOBAMsb Kpumuueckue KoMnoHeHmol. B
KOHEYHOM cyeme, Mo UCCe008aHUe HanpasieHo Ha peuleHue NPUKIaoHblx 3a0ad,
mpeoyIiowux Yiy4ueHH020 aHaIu3d 6HYMPEeHHUX U GHeWHUX napamempos Ojis
CUCTNEMAMUYecKo20  6blAGNeHUs U  YCMPAHEHUs  CKPbIMbIX — NPOOGUHYMbIX
nocmosinuwix yepos (APT).

Knwueswvie cnosa: Oopabomra oaunvix, Ungopmayuonnas d6ezonacnocms,
Bonvwue oannvie, unmennekmyanvuolii anaius OoauHvlx, Mawunnoe ob6yueHue,

Cucmemnviti ananus, Ckpvimvle Kubepamaxu, 0OHapyyiceHue anoMaIul.

The analysis of historical data necessitates the continuous, intelligent
processing of multidimensional parameters derived from vast datasets.

Such analytical measures are systematically implemented to identify the most
vulnerable aspects of an enterprise’s production cycle, strategic planning, and
economic infrastructure.

Accumulated technical specifications of products, chronologies of events

documented by technical specialists, and operational logs collectively constitute this
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historical data.

Typically, this data is classified and recorded by registration sensors and
network telemetry devices. However, depending on their primary sector of
production, many companies neglect systematic data aggregation. Lacking scalable
cloud infrastructure and dedicated departments for implementing innovative Big
Data solutions, they remain unequipped to store and process large arrays of
diagnostic information.

To engineer an effective predictive Recommender System (RS), it is
imperative to extract both qualitative and quantitative features from raw diagnostic
logs. The formulation of predictive rules relies heavily on the temporal sequencing
of this data. Organizations specializing in cybersecurity software provide services—
either locally or via distributed cloud platforms—that heavily leverage machine
learning (ML) architectures. Similarly, major corporations whose core operations
are inherently tied to data processing excel in this domain.

Conversely, traditional enterprises rarely prioritize the implementation of
rigorous data analysis. They miss critical opportunities to dynamically classify
operational deficiencies or conduct supplementary telemetry collection to gauge
systemic vulnerabilities. Instead, decision-making relies heavily on heuristic
intuition. This paper proposes a formalized methodology for the processing and
analytical evaluation of diagnostic data, focusing on the information systems of
industrial enterprises and corporations.

In the majority of instances, enterprises fail to maintain comprehensive
historical records of security events. High-quality analysis requires spatial-temporal
data—that is, comprehensive diagnostic information regarding the internal
environment of the investigated systems over time .

Let the raw enterprise telemetry be denoted as a feature matrix X € RNM|
where N represents the number of recorded network events and N denotes the
dimensionality of the diagnostic features. For a developing predictive model to yield

high-fidelity results, it is crucial to isolate a feature subspace X' U X wherein the
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primary vectors of vulnerabilities can be described with maximal variance and
minimal noise.

This objective is heavily complicated by the sheer absence of continuous data
streams. Furthermore, highly specialized expert assessments of system states often
present significant integration challenges.

The most prevalent anomalies encountered in historical datasets include
missing values (undefined parameter cells), anomalous outliers, uninformative
duplicate entries, and formatting inconsistencies.

To ensure that forecasting algorithms generate reliable probability
distributions, it is strictly necessary to perform preliminary data sanitization. The
creation and operational maintenance of a predictive model mandate the use of
historical data collected at uniform time intervals A, the rigorous normalization of
the feature space, and the application of advanced data mining techniques.

To resolve the challenge of insufficient diagnostic information, rigorous
mathematical data cleaning methodologies must be applied.

The utilization of statistical techniques enables the imputation of missing

criteria within X. For a given feature vector x;, missing values can be estimated
utilizing proportional dependencies. The Pearson correlation coefficient ryy is
deployed to evaluate the linear dependency between features x and y, facilitating the
optimal reconstruction of numerical parameters:
L= )i~ )
rxy
\/Z%\Iﬂ(xi — X)? %\1:1(Yi —y)?

Where X and y denote the sample means. Features exhibiting a correlation

threshold |ry,| > 0.85 are considered highly collinear, and dimensionality
reduction is subsequently applied to mitigate feature saturation.

The investigation of characteristics directly impacts the neural network
training process. Over-saturating the model with redundant features (X € RN*M

where M > N) exponentially increases the risk of overfitting. By examining the
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interrelationships among data categories via correlation matrices, the algorithm
maintains focus on the core predictive manifold, significantly mitigating the
propagation of erroneous classifications (false positives) from the perceptron's
output layer.

Consequently, the primary objective is to construct a robust dataset mapping
the spatial data parameters of the research object to a binary classification space Y €
{0,1}, where 1 denotes a covert threat and 0 denotes benign operations.

The deployment of machine learning methods for the analysis of knowledge
bases facilitates the optimization of enterprise information systems. A multi-
algorithmic approach is proposed to maximize the probability of identifying covert
attacks.

To identify nascent threat clusters without labeled data, Kohonen Self-
Organizing Maps (SOM) are utilized. The SOM maps the high-dimensional input
space RM onto a low-dimensional (typically 2D) grid of neurons. For an input vector
x(t), the winning neuron c (Best Matching Unit) is identified using the Euclidean
distance:

¢ = arg min; ||x(t) — W;(O)]]

The synaptic weight vectors W; are then updated iteratively according to the
learning rate a(t) and the neighborhood function h;(t):

W;(t+ 1) = Wj(t) + a(©hg (O [x(t) — W;(D)]

Following clustering and feature extraction, supervised learning algorithms
execute the final threat classification.

10; 11
To empirically optimize the neural network variants, the Binary Cross-

Entropy (BCE) loss function is minimized during backpropagation:

N
1 —
toce = =3 ) [Vilogg + (1= i) log(1 — (7))
i=1

Where y; is the ground truth label and ¥, is the predicted probability of a covert
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threat.
The integrated sequence of operations is formalized in Algorithm 1.
Algorithm 1: Intelligent Covert Threat Detection Pipeline
Input: Raw historical telemetry matrix X,..,, Labels Y., (if available).
Output: Classified threat status Y and System Recommendations.
Phase 1: Preprocessing

Xclean < ImputeMissing(X,,w)

Compute Correlation Matrix R = {ryy}

Xreduced < RemoveCollinearFeatures(X jean, threshold = 0.85)
Phase 2: Unsupervised Feature Extraction
Initialize SOM weights W
For each epocht € [1,T] do:
Update BMU c and weights Wj(t)

Extract cluster topologies C from SOM.

Phase 3: Supervised Classification

Train Ensemble Model (Random Forest / Neural Network) on(X,edquced0C, Y)

Minimize tgcg Via gradient descent.

Y « Predict (Xest)

Return Y

To advance the predictive model, the principal components of the historical
data knowledge base have been established.

These specific parameters provide a comprehensive descriptive representation
of characteristics actively present within the internal enterprise environment.

Table 1 illustrates the presence or absence of specific systemic events tracked
across three critical temporal stages. The degree of manifestation is codified;
affirmative markers (+) indicate a high density of occurrence within the information
system modules as isolated by the ML algorithms.

Table 1.
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Temporal Evolution of Covert Threat Parameters

Threat
Indicator /
Characteristic

Baseline State
(t0)

Pre-
Modification
(t=1)

Active
Incursion
(tattack)

Post-
Modification
(t+1)

I/0 Velocity

Anomalous File | +

Protocol
execution

Unauthorized +

Dept/Unit
Closure
(Logical)

Sudden +

Access
Violations
(Escalation)

Rights | -

Perimeter
Fluctuation

Security +

Network Traffic | -
Asymmetry

To avoid the risks of neural network overfitting [14], the isolated features were

categorized into distinct technical domains, systematically narrowing the RM feature

space (Table 2).

Table 2.

Feature Engineering and Categorization Matrix

Feature Category Data Type Key Metrics ML Preprocessing
Analyzed Technique

Network Telemetry Continuous Packet size, Inter- | Min-Max
arrival time, | Normalization, PCA
Bandwidth spikes

User Access Logs Categorical Login frequency, | One-Hot  Encoding,
Geolocation, Frequency limits
Privilege escalation

System Diagnostics | Time-Series CPU load, Memory | Moving Average
dumps, Kernel panics | Smoothing

Human Factor (HR) | Discrete Employee turnover, | Ordinal Encoding
Security policy
violations

The feature identification system is architected on binary responses. The

affirmative or negative status of values measures the magnitude of the impact over
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a specific time interval. Establishing a high-quality dataset demands a rigorous focus
on the specific nature of the vulnerabilities. Table 3 presents the comparative

empirical performance of the integrated algorithms utilized within the analytical

framework.
Table 3.
Representative Performance of Evaluated Classifiers
Algorithm Accuracy Precision Recall F1-Score | Computational
Complexity

Decision 0.884 0.852 0.860 0.856 oO(M -
Tree (DT)
Random 0.941 0.935 0.920 0.927 O(K-M -
Forest (RF)
Neural 0.958 0.941 0.955 0.948 O(E-N -
Network
(MLP)
SOM + RF | 0.962 0.950 0.948 0.949 Hybrid
(Proposed) formulation

Integrating neural networks as an intelligent predictive methodology ensures
a high probability of detecting the secondary effects of the human factor and
uncovering the digital footprints left by malicious actors. The analytical criteria
established unlock the full computational potential of the applied algorithms.

Not all enterprises possess a well-documented history of adverse operational
events; consequently, the active search for covert attacks is frequently hindered by
empirical data scarcity. To circumvent this limitation and refine the machine
learning algorithms, advanced mathematical data processing, statistical imputation,
and the intelligent mining of historical data were rigorously applied/

Currently, commercial Security Information and Event Management (SIEM)
systems rely heavily on deterministic, signature-based comparisons with previous
incidents

However, the environment of prolonged, covert Advanced Persistent Threats
(APTs) requires a probabilistic, multi-tiered situational assessment. Relying on

disparate, unintegrated security tools is fundamentally mathematically insufficient.

«Hay4yHO-nNpaKTUYeCcKUm 3N1eKTPOHHbIN }KypHan Annesa Haykmu» Ne5(116) 2026
Alley-science.ru



Through the rigorous formalization of data mining methodologies and the
application of sophisticated classification (e.g., Random Forests, Neural Networks)
and unsupervised clustering (SOM) algorithms, the formulated matrix of historical
data significantly elevates the reliability of the predictive model. The proposed
algorithmic pipeline demonstrates that continuous modernization of analytical
methods—specifically dimensionality reduction, collinearity filtering, and rigorous
loss optimization—is strictly necessary.

The practical significance of this research lies in its capacity to translate
theoretical mathematical models and algorithmic architectures into a cohesive,
deployable enterprise defense system. Such a system guarantees high reliability and
computational performance under conditions of systemic vulnerability, dynamically
mapping the future trajectory of threat detection within complex, large-scale

corporate information systems.
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